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SecureCanes & Wired Network it miami.edu/DIY

What?

The authentication certificate for the wired network and wireless SecureCanes network will be updated on June 24, 2019 at 8:00 pm on the RSMAS Campus,
June 25, 2019 at 8:00 pm on the Coral Gables Campus, and June 26, 2019 at 8:00 pm on the Medical Campus. If you are currently connected to the
SecureCanes or wired network prior to the update, the next time your device re-authenticates, you may be prompted to accept a new certificate. The instructions
below show what you can expect to see on your device.

After the certificate update, Apple TV devices (Generation 3 and 4) will need a new profile applied in order to authenticate on the network. If you loaded your own
user profile when your Apple TV was first deployed, please visit http://it. miami.edu/diy and follow the Apple TV instruction under the section Wired and Wireless.

Generation 5 (Apple TV 4K) may prompt you to accept a new certificate “um-secure.miami.edu”. Click “Trust” to proceed.

Why?
The server authentication certificate we use to securely authenticate client devices to the network is expiring soon. In order to continue to securely authenticate
your credentials we need to update the server certificate.

New Certificate
Windows 10

While on a Windows 10 machine, you may be prompted to accept a new certificate. Please click “Connect:”

Continue connecting?
If you expect to find SecureCanes in this
location, go ahead and connect. Otherwise, it

may be a different network with the same
name.
Show certificate details

Connect Cancel

Windows 7 or 8
While on a Windows 7 or 8 machine, you may be prompted to accept a new certificate. Please select “Connect.”

F T —
Windows Security Alert ﬂ

- The Credentials provided by the server could not be validated. We recommend
O The connection attempt could not be completed that you terminate the connection and contact your administrator with the

information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

The Credentials provided by the server could not be validated. We recommend Details

that you terminate the connection and contact your administrator with the Radius Server: eI Te e

information provided in the details. You may still connect but doing so exposes Root CA: AddTrust External CA Root

you to security risk by a possible rogue server,

The server "um-secure.miami.edu” is not configured as a valid NPS server
to connect to for this profile.

E] Details [ Terminate ] [ Connect

@ Details Terminate ] [ Connect
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New Certificate (cont’d)

Mac OS X

A Mac computer using OS X, may prompted you to accept a new certificate.

accept the certificate:
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Verify Certificate

Before authenticating to server "um-secure.miami.edu’, you should examine the
server's certificate fo ensure that it is appropriate for this network.

To view the

click “Show

Show Certificate

Continus

o
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Please choose “Continue” and when prompted enter the computer credentials to

Verify Certificate

g to network.

Before 1o server ™ lami , you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the cartificate, click "Show Certificate’.

B Always trust “um-secure, miamiedu®
[5] USERTrust RSA Certification Authority
+ [ inCommon RSA Server CA
s [ um-secure.miami.edu

= Trust
» Detalls
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um-secure.miami.edu

Issued by: InCommaon RSA Server CA

Expires: Saturday, June 12, 2021 at 7:59:58 PM Eastern Daylight Time
® This certificate is valid

. Trust Settings.
* Enter your passward to allow this.

User Name: computername

~~ ‘You are making changes to your Certificate

Password: | sesssses|

Cancel

Update Settings

Hide Certificate Cancel
_—_—
¥e the
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While on an iOS device, you may be prompted to accept a new certificate. Click “Trust” to proceed.

Cancel

um-secure.miami.edu

Not Trusted

Expires §12/21, 7:59:59 PM

More Details

Android, Chome OS

If you are an Android or Chrome OS device user, you may NOT be prompted for a new certificate.

Certificate

Issued by InCommon RSA Server CA
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